cryptography and linear algebra

cryptography and linear algebra are two fundamental fields in mathematics and
computer science that intersect in powerful and innovative ways. Cryptography, the
science of secure communication, relies heavily on mathematical concepts to create
encryption schemes that protect data confidentiality and integrity. Linear algebra, dealing
with vectors, matrices, and linear transformations, provides the essential tools and
frameworks that underpin many cryptographic algorithms. This article explores the
synergy between cryptography and linear algebra, highlighting how linear algebraic
techniques contribute to modern encryption, cryptanalysis, and security protocols. From
classical ciphers to advanced public-key systems, the role of linear algebra is crucial in
designing efficient and robust cryptographic systems. The discussion also covers key areas
such as matrix operations, finite fields, and vector spaces within cryptographic contexts.
Readers will gain a comprehensive understanding of how the integration of cryptography
and linear algebra shapes the landscape of secure digital communication.
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Fundamentals of Cryptography and Linear
Algebra

Understanding the basics of cryptography and linear algebra is essential to appreciate
their interconnection. Cryptography focuses on techniques for secure communication,
typically involving encryption, decryption, and key management. Linear algebra studies
vector spaces, matrices, determinants, eigenvalues, and other constructs that provide a
framework for solving systems of linear equations and transformations in
multidimensional spaces.

At its core, cryptography depends on mathematical hardness assumptions, many of which
can be modeled or analyzed using linear algebraic methods. For example, the
manipulation of matrices and vectors can represent transformations applied to plaintext to
produce ciphertext. This foundational overlap allows for the development of encryption
schemes that are both mathematically sound and computationally feasible.



Basic Concepts in Cryptography

Cryptography involves several key concepts such as symmetric and asymmetric
encryption, cryptographic keys, hash functions, and digital signatures. Symmetric
encryption uses the same key for encryption and decryption, while asymmetric encryption
employs a pair of keys—public and private. The security of these methods often hinges on
problems that are computationally difficult to solve.

Essential Elements of Linear Algebra

Linear algebra centers on vectors, matrices, linear transformations, and systems of linear
equations. Operations like matrix multiplication, inversion, and finding eigenvalues are
fundamental. These elements facilitate the representation and manipulation of data
structures that can encode cryptographic operations efficiently.

Linear Algebraic Structures in Cryptography

Linear algebraic structures such as vector spaces, matrices, and finite fields form the
backbone of many cryptographic schemes. These structures enable the representation of
complex operations in a compact and analyzable form, which is critical for both encryption
and cryptanalysis.

Vector Spaces and Linear Transformations

Vector spaces provide a framework where cryptographic data can be represented as
vectors, allowing for linear transformations to be applied systematically. Encryption
processes can be viewed as linear mappings within these spaces, facilitating operations
such as mixing plaintext elements to produce ciphertext.

Matrices in Encryption

Matrices serve as tools for encoding transformations in cryptographic algorithms. For
example, multiplying a vector representing plaintext by a carefully chosen matrix can yield
ciphertext. The invertibility of such matrices is crucial because decryption requires the
inverse operation.

Finite Fields and Galois Theory

Finite fields, or Galois fields, are algebraic structures with a finite number of elements
where addition, subtraction, multiplication, and division are defined. Many cryptographic
algorithms operate over finite fields to ensure mathematical properties like closure and
invertibility. Linear algebra over these fields helps in constructing secure encryption
schemes, particularly in public-key cryptography and error-correcting codes.



Applications of Linear Algebra in Cryptographic
Algorithms

Linear algebra is directly applied in various cryptographic algorithms, enhancing their
security and efficiency. These applications range from classical ciphers to modern public-
key systems and error-correcting codes used in secure communications.

Hill Cipher

The Hill cipher is a classical encryption technique based entirely on matrix multiplication
over finite fields. It uses an invertible matrix as the key to encrypt blocks of plaintext
vectors. The cipher’s security depends on the matrix’s properties and its invertibility
modulo the alphabet size.

Public-Key Cryptography

Several public-key cryptosystems utilize linear algebraic problems. For example,
cryptographic schemes based on lattice problems leverage high-dimensional vector spaces
and matrix operations. These systems rely on the computational difficulty of solving
certain linear algebraic problems, such as the Shortest Vector Problem (SVP) and
Learning With Errors (LWE), to provide security.

Error-Correcting Codes in Cryptography

Error-correcting codes, which are essential for reliable communication, also use linear
algebraic principles. Codes like Reed-Solomon and BCH codes are constructed using
polynomials over finite fields and matrix operations. These codes are integrated into
cryptographic protocols to ensure data integrity and error resilience.

List of Linear Algebra Applications in Cryptography:

Matrix-based encryption and decryption (e.g., Hill cipher)

Lattice-based cryptography for post-quantum security

Linear feedback shift registers (LFSRs) in stream ciphers

Construction of cryptographic hash functions

Design of error-correcting codes for secure transmission



Cryptanalysis Techniques Using Linear Algebra

Cryptanalysis, the study of breaking cryptographic systems, often exploits linear algebra
to uncover weaknesses or recover keys. By modeling encryption algorithms as systems of
linear equations, cryptanalysts can apply linear algebra techniques to analyze and
potentially compromise security.

Linear Cryptanalysis

Linear cryptanalysis is a statistical attack method that approximates the behavior of a
cipher using linear expressions. By analyzing correlations between plaintext, ciphertext,
and key bits, attackers use linear algebraic methods to derive key information. This
technique is especially effective against block ciphers.

Matrix Decomposition and Key Recovery

Matrix factorization methods such as LU decomposition or singular value decomposition
(SVD) can be used in cryptanalysis to simplify complex transformations and isolate key
variables. These techniques help in solving systems of linear equations that arise during
the analysis of cryptographic algorithms.

Algebraic Attacks on Cryptosystems

Algebraic attacks exploit the polynomial and linear relations inherent in cryptosystems. By
representing the cipher as a system of equations over finite fields, linear algebraic solvers
can be employed to recover secret keys or plaintexts. These attacks underscore the
importance of carefully designing cryptographic schemes to resist linear algebraic
vulnerabilities.

Future Trends in Cryptography and Linear
Algebra

The evolving landscape of cryptography continues to deepen its reliance on advanced
linear algebraic concepts. Emerging areas such as post-quantum cryptography, which
aims to secure communication against quantum computer attacks, heavily depend on
complex linear algebraic problems like lattice-based cryptography.

Post-Quantum Cryptography

Quantum computers pose significant threats to traditional cryptographic algorithms. Post-
quantum cryptography employs problems believed to be resistant to quantum attacks,
many of which are grounded in linear algebraic structures such as lattices. These
approaches require a deep understanding of linear algebra over high-dimensional spaces.



Homomorphic Encryption

Homomorphic encryption allows computations on encrypted data without decryption,
enabling secure data processing in cloud environments. Linear algebra plays a critical role
in designing homomorphic schemes, especially for operations involving matrices and
vectors, which are common in machine learning and data analytics.

Integration with Machine Learning and Al

As machine learning algorithms often utilize linear algebra, integrating cryptography with
Al systems demands secure and efficient linear algebraic operations. Research in secure
multiparty computation and privacy-preserving machine learning is increasingly
incorporating linear algebra to protect sensitive data.

Frequently Asked Questions

How is linear algebra applied in modern cryptography?

Linear algebra is fundamental in modern cryptography for constructing and analyzing
cryptographic algorithms, such as in coding theory, error-correcting codes, and certain
public-key cryptosystems like lattice-based cryptography, where vector spaces and matrix
operations are used to secure data.

What role do matrices play in cryptographic algorithms?

Matrices are used in cryptography to represent linear transformations and perform
encryption and decryption operations. For example, Hill cipher uses matrix multiplication
over finite fields to encode messages, making matrices essential for both classical and
some modern cryptographic schemes.

Can linear algebra help in breaking cryptographic
codes?

Yes, linear algebra techniques can be used to analyze and sometimes break cryptographic
codes, especially those based on linear transformations or systems of linear equations.
Cryptanalysis methods often involve solving linear systems to recover keys or plaintexts.

What is the significance of vector spaces over finite
fields in cryptography?

Vector spaces over finite fields provide the mathematical framework for many
cryptographic constructs, including block ciphers, error-correcting codes, and lattice-
based cryptography. They enable operations with well-defined algebraic properties
essential for secure encryption and decryption.



How does lattice-based cryptography utilize linear
algebra concepts?

Lattice-based cryptography relies heavily on linear algebra, particularly the study of
lattices, which are discrete vector subspaces in Euclidean space. Hard problems like the
Shortest Vector Problem (SVP) and Closest Vector Problem (CVP) in lattices provide the
basis for constructing secure cryptographic schemes resistant to quantum attacks.

Additional Resources

1. Introduction to Modern Cryptography

This book provides a rigorous introduction to the principles and techniques of modern
cryptography. It covers fundamental concepts such as encryption, digital signatures, and
cryptographic protocols with a strong emphasis on mathematical foundations, including
linear algebra. The text is suitable for both students and professionals seeking a deep
understanding of cryptographic methods.

2. Linear Algebra and Its Applications in Cryptography

Focusing on the intersection of linear algebra and cryptography, this book explores how
matrix theory, vector spaces, and linear transformations underpin many cryptographic
algorithms. It presents practical applications such as coding theory, cryptanalysis, and
secure communications. The clear explanations make advanced topics accessible to
readers with a basic background in linear algebra.

3. Applied Cryptography: Protocols, Algorithms, and Source Code in C

A classic reference in the field, this book details a wide range of cryptographic algorithms
and protocols, many of which rely on linear algebraic concepts. It includes practical
source code implementations, making it a valuable resource for programmers and
researchers. The book balances theoretical insights with hands-on examples.

4. Matrix Methods in Data Encryption

This specialized book delves into the use of matrix operations and linear algebraic
structures in designing and analyzing data encryption schemes. Topics include matrix-
based ciphers, block cipher design, and cryptographic transformations. It is ideal for
readers interested in the mathematical mechanics behind encryption systems.

5. Algebraic Methods in Cryptography

Covering a broad spectrum of algebraic techniques, this book emphasizes the role of
linear algebra alongside group theory and number theory within cryptographic contexts. It
discusses public-key cryptosystems, error-correcting codes, and cryptanalysis strategies.
The rigorous treatment suits advanced students and professionals.

6. Cryptography and Linear Algebra: Theory and Practice

This text bridges theoretical concepts and practical applications by illustrating how linear
algebra facilitates cryptographic design and analysis. It includes case studies on linear
feedback shift registers, coding theory, and matrix-based cryptosystems. The accessible
style supports learners aiming to integrate mathematics with cryptography.

7. Foundations of Coding and Cryptography



Offering a comprehensive overview of coding theory and cryptography, this book
highlights linear algebra’s pivotal role in constructing codes and securing communication.
It covers linear codes, cryptographic primitives, and complexity aspects. The approach is
both theoretical and application-oriented.

8. Linear Algebra for Cryptographers

Tailored for cryptography practitioners, this book presents the essential linear algebra
concepts needed to understand and implement modern cryptographic algorithms. It
covers vector spaces, matrix factorizations, and eigenvalue problems with cryptographic
examples. The concise format makes it a practical reference.

9. Cryptanalysis: A Study of Ciphers and Linear Algebra Techniques

Focusing on the cryptanalysis side, this book explores how linear algebraic methods can
be used to break classical and modern ciphers. It includes techniques such as linear
cryptanalysis, matrix attacks, and algebraic attacks on block ciphers. This resource is
valuable for those interested in the security evaluation of cryptographic systems.
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cryptography and linear algebra: Algebraic Cryptanalysis Gregory Bard, 2009-08-14
Algebraic Cryptanalysis bridges the gap between a course in cryptography, and being able to read
the cryptanalytic literature. This book is divided into three parts: Part One covers the process of
turning a cipher into a system of equations; Part Two covers finite field linear algebra; Part Three
covers the solution of Polynomial Systems of Equations, with a survey of the methods used in
practice, including SAT-solvers and the methods of Nicolas Courtois. Topics include: Analytic
Combinatorics, and its application to cryptanalysis The equicomplexity of linear algebra operations
Graph coloring Factoring integers via the quadratic sieve, with its applications to the cryptanalysis
of RSA Algebraic Cryptanalysis is designed for advanced-level students in computer science and
mathematics as a secondary text or reference book for self-guided study. This book is suitable for
researchers in Applied Abstract Algebra or Algebraic Geometry who wish to find more applied topics
or practitioners working for security and communications companies.

cryptography and linear algebra: Cryptology and Error Correction Lindsay N. Childs,
2019-04-18 This text presents a careful introduction to methods of cryptology and error correction in
wide use throughout the world and the concepts of abstract algebra and number theory that are
essential for understanding these methods. The objective is to provide a thorough understanding of
RSA, Diffie-Hellman, and Blum-Goldwasser cryptosystems and Hamming and Reed-Solomon error
correction: how they are constructed, how they are made to work efficiently, and also how they can
be attacked. To reach that level of understanding requires and motivates many ideas found in a first
course in abstract algebra—rings, fields, finite abelian groups, basic theory of numbers,
computational number theory, homomorphisms, ideals, and cosets. Those who complete this book
will have gained a solid mathematical foundation for more specialized applied courses on cryptology
or error correction, and should also be well prepared, both in concepts and in motivation, to pursue
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more advanced study in algebra and number theory. This text is suitable for classroom or online use
or for independent study. Aimed at students in mathematics, computer science, and engineering, the
prerequisite includes one or two years of a standard calculus sequence. Ideally the reader will also
take a concurrent course in linear algebra or elementary matrix theory. A solutions manual for the
400 exercises in the book is available to instructors who adopt the text for their course.

cryptography and linear algebra: Application of Linear Algebra and Number Theory in Hill
Cipher, Cryptography Teck Keong Chu, 2009

cryptography and linear algebra: Applied Cryptography and Network Security Mauro
Conti, Jianying Zhou, Emiliano Casalicchio, Angelo Spognardi, 2020-08-26 This two-volume set of
LNCS 12146 and 12147 constitutes the refereed proceedings of the 18th International Conference
on Applied Cryptography and Network Security, ACNS 2020, held in Rome, Italy, in October 2020.
The conference was held virtually due to the COVID-19 pandemic. The 46 revised full papers
presented were carefully reviewed and selected from 214 submissions. The papers were organized
in topical sections named: cryptographic protocols cryptographic primitives, attacks on
cryptographic primitives, encryption and signature, blockchain and cryptocurrency, secure
multi-party computation, post-quantum cryptography.

cryptography and linear algebra: Cryptography and Coding Colin Boyd, 1995-12 This
monograph provides a formal and systematic exposition of the main results on the existence and
optimality of equilibria in economies with increasing returns to scale. For that, a general equilibrium
model is carefully constructed first by means of a precise formalization of consumers and firms, and
the proof of an abstract existence result. The analysis shifts then to the study of specific normative
and positive models which are particularizations the general one, and to the study of the efficiency
of equilibrium allocations. The book provides an unified approach of the topic, it maintains a
relatively low mathematical complexity and offers a highly self-contained exposition.

cryptography and linear algebra: Cryptography Lizette Perkins, 1997

cryptography and linear algebra: A Course in Cryptography Heiko Knospe, 2019-09-27 This
book provides a compact course in modern cryptography. The mathematical foundations in algebra,
number theory and probability are presented with a focus on their cryptographic applications. The
text provides rigorous definitions and follows the provable security approach. The most relevant
cryptographic schemes are covered, including block ciphers, stream ciphers, hash functions,
message authentication codes, public-key encryption, key establishment, digital signatures and
elliptic curves. The current developments in post-quantum cryptography are also explored, with
separate chapters on quantum computing, lattice-based and code-based cryptosystems. Many
examples, figures and exercises, as well as SageMath (Python) computer code, help the reader to
understand the concepts and applications of modern cryptography. A special focus is on algebraic
structures, which are used in many cryptographic constructions and also in post-quantum systems.
The essential mathematics and the modern approach to cryptography and security prepare the
reader for more advanced studies. The text requires only a first-year course in mathematics
(calculus and linear algebra) and is also accessible to computer scientists and engineers. This book
is suitable as a textbook for undergraduate and graduate courses in cryptography as well as for
self-study.

cryptography and linear algebra: Theory of Cryptography Omer Reingold, 2009-02-25 This
book constitutes the refereed proceedings of the Sixth Theory of Cryptography Conference, TCC
2009, held in San Francisco, CA, USA, March 15-17, 2009. The 33 revised full papers presented
together with two invited talks were carefully reviewed and selected from 109 submissions. The
papers are organized in 10 sessions dealing with the paradigms, approaches and techniques used to
conceptualize, define and provide solutions to natural cryptographic problems.

cryptography and linear algebra: Arithmetic, Geometry, Cryptography and Coding
Theory Stéphane Ballet, Gaetan Bisson, Irene Bouw, 2021-07-01 This volume contains the
proceedings of the 17th International Conference on Arithmetic, Geometry, Cryptography and
Coding Theory (AGC2T-17), held from June 10-14, 2019, at the Centre International de Rencontres



Mathématiques in Marseille, France. The conference was dedicated to the memory of Gilles
Lachaud, one of the founding fathers of the AGC2T series. Since the first meeting in 1987 the
biennial AGC2T meetings have brought together the leading experts on arithmetic and algebraic
geometry, and the connections to coding theory, cryptography, and algorithmic complexity. This
volume highlights important new developments in the field.

cryptography and linear algebra: Theory of Cryptography Salil P. Vadhan, 2007-05-17 This
book constitutes the refereed proceedings of the 4th Theory of Cryptography Conference, TCC 2007,
held in Amsterdam, The Netherlands in February 2007. The 31 revised full papers cover encryption,
universally composable security, arguments and zero knowledge, notions of security, obfuscation,
secret sharing and multiparty computation, signatures and watermarking, private approximation and
black-box reductions, and key establishment.

cryptography and linear algebra: Cryptology and Error Correction Lindsay Childs, 2019
This text presents a careful introduction to methods of cryptology and error correction in wide use
throughout the world and the concepts of abstract algebra and number theory that are essential for
understanding these methods. The objective is to provide a thorough understanding of RSA,
Diffie-Hellman, and Blum-Goldwasser cryptosystems and Hamming and Reed-Solomon error
correction: how they are constructed, how they are made to work efficiently, and also how they can
be attacked. To reach that level of understanding requires and motivates many ideas found in a first
course in abstract algebra-rings, fields, finite abelian groups, basic theory of numbers,
computational number theory, homomorphisms, ideals, and cosets. Those who complete this book
will have gained a solid mathematical foundation for more specialized applied courses on cryptology
or error correction, and should also be well prepared, both in concepts and in motivation, to pursue
more advanced study in algebra and number theory. This text is suitable for classroom or online use
or for independent study. Aimed at students in mathematics, computer science, and engineering, the
prerequisite includes one or two years of a standard calculus sequence. Ideally the reader will also
take a concurrent course in linear algebra or elementary matrix theory. A solutions manual for the
400 exercises in the book is available to instructors who adopt the text for their course.

cryptography and linear algebra: Algebraic Curves in Cryptography San Ling, Huaxiong
Wang, Chaoping Xing, 2013-06-13 The reach of algebraic curves in cryptography goes far beyond
elliptic curve or public key cryptography yet these other application areas have not been
systematically covered in the literature. Addressing this gap, Algebraic Curves in Cryptography
explores the rich uses of algebraic curves in a range of cryptographic applications, such as secret sh

cryptography and linear algebra: Topics in Algebraic and Noncommutative Geometry Ruth
Ingrid Michler, 2003 This book presents the proceedings of two conferences, Resolution des
singularites et geometrie non commutative and the Annapolis algebraic geometry conference.
Research articles in the volume cover various topics of algebraic geometry, including the theory of
Jacobians, singularities, applications to cryptography, and more. The book is suitable for graduate
students and research mathematicians interested in algebraic geometry.

cryptography and linear algebra: Cryptography Douglas R. Stinson, 2005-11-01 THE
LEGACY... First introduced in 1995, Cryptography: Theory and Practice garnered enormous praise
and popularity, and soon became the standard textbook for cryptography courses around the world.
The second edition was equally embraced, and enjoys status as a perennial bestseller. Now in its
third edition, this authoritative text continues to provide a solid foundation for future breakthroughs
in cryptography. WHY A THIRD EDITION? The art and science of cryptography has been evolving
for thousands of years. Now, with unprecedented amounts of information circling the globe, we must
be prepared to face new threats and employ new encryption schemes on an ongoing basis. This
edition updates relevant chapters with the latest advances and includes seven additional chapters
covering: Pseudorandom bit generation in cryptography Entity authentication, including schemes
built from primitives and special purpose zero-knowledge schemes Key establishment including key
distribution and protocols for key agreement, both with a greater emphasis on security models and
proofs Public key infrastructure, including identity-based cryptography Secret sharing schemes



Multicast security, including broadcast encryption and copyright protection THE RESULT...
Providing mathematical background in a just-in-time fashion, informal descriptions of cryptosystems
along with more precise pseudocode, and a host of numerical examples and exercises,
Cryptography: Theory and Practice, Third Edition offers comprehensive, in-depth treatment of the
methods and protocols that are vital to safeguarding the mind-boggling amount of information
circulating around the world.

cryptography and linear algebra: Cryptography and Lattices Joseph H. Silverman,
2003-06-30 This book constitutes the thoroughly refereed post-proceedings of the International
Conference on Cryptography and Lattices, CaLC 2001, held in Providence, RI, USA in March 2001.
The 14 revised full papers presented together with an overview paper were carefully reviewed and
selected for inclusion in the book. All current aspects of lattices and lattice reduction in
cryptography, both for cryptographic construction and cryptographic analysis, are addressed.

cryptography and linear algebra: Algebraic Methods in Cryptography Lothar Gerritzen, 2006
The book consists of contributions related mostly to public-key cryptography, including the design of
new cryptographic primitives as well as cryptanalysis of previously suggested schemes. Most papers
are original research papers in the area that can be loosely defined as * " non-commutative
cryptography"; this means that groups (or other algebraic structures) which are used as platforms
are non-commutative.

cryptography and linear algebra: Handbook of Applied Cryptography Alfred J. Menezes,
Paul C. van Oorschot, Scott A. Vanstone, 2018-12-07 Cryptography, in particular public-key
cryptography, has emerged in the last 20 years as an important discipline that is not only the subject
of an enormous amount of research, but provides the foundation for information security in many
applications. Standards are emerging to meet the demands for cryptographic protection in most
areas of data communications. Public-key cryptographic techniques are now in widespread use,
especially in the financial services industry, in the public sector, and by individuals for their personal
privacy, such as in electronic mail. This Handbook will serve as a valuable reference for the novice
as well as for the expert who needs a wider scope of coverage within the area of cryptography. It is a
necessary and timely guide for professionals who practice the art of cryptography. The Handbook of
Applied Cryptography provides a treatment that is multifunctional: It serves as an introduction to
the more practical aspects of both conventional and public-key cryptography It is a valuable source
of the latest techniques and algorithms for the serious practitioner It provides an integrated
treatment of the field, while still presenting each major topic as a self-contained unit It provides a
mathematical treatment to accompany practical discussions It contains enough abstraction to be a
valuable reference for theoreticians while containing enough detail to actually allow implementation
of the algorithms discussed Now in its third printing, this is the definitive cryptography reference
that the novice as well as experienced developers, designers, researchers, engineers, computer
scientists, and mathematicians alike will use.

cryptography and linear algebra: Information Security and Cryptology Kefei Chen, Dongdai
Lin, Moti Yung, 2017-03-02 This book constitutes the thoroughly refereed post-conference
proceedings of the 12th International Conference on Information Security and Cryptology, Inscrypt
2016, held in Beijing, China, in November 2016. The 32 revised full papers presented were carefully
reviewed and selected from 93 submissions. The papers are organized in topical sections on
symmetric ciphers; public-key cryptosystems; signature and authentication; homomorphic
encryption; leakage-resilient; post-quantum cryptography; commitment and protocol; elliptic curves;
security and implementation.

cryptography and linear algebra: Cryptography Douglas Robert Stinson, Maura Paterson,
2018-08-14 Through three editions, Cryptography: Theory and Practice, has been embraced by
instructors and students alike. It offers a comprehensive primer for the subject’s fundamentals while
presenting the most current advances in cryptography. The authors offer comprehensive, in-depth
treatment of the methods and protocols that are vital to safeguarding the seemingly infinite and
increasing amount of information circulating around the world. Key Features of the Fourth Edition:



New chapter on the exciting, emerging new area of post-quantum cryptography (Chapter 9). New
high-level, nontechnical overview of the goals and tools of cryptography (Chapter 1). New
mathematical appendix that summarizes definitions and main results on number theory and algebra
(Appendix A). An expanded treatment of stream ciphers, including common design techniques along
with coverage of Trivium. Interesting attacks on cryptosystems, including: padding oracle attack
correlation attacks and algebraic attacks on stream ciphers attack on the DUAL-EC random bit
generator that makes use of a trapdoor. A treatment of the sponge construction for hash functions
and its use in the new SHA-3 hash standard. Methods of key distribution in sensor networks. The
basics of visual cryptography, allowing a secure method to split a secret visual message into pieces
(shares) that can later be combined to reconstruct the secret. The fundamental techniques
cryptocurrencies, as used in Bitcoin and blockchain. The basics of the new methods employed in
messaging protocols such as Signal, including deniability and Diffie-Hellman key ratcheting.

cryptography and linear algebra: Cryptography and Secure Communication Richard E.
Blahut, 2014-03-27 Today's pervasive computing and communications networks have created an
intense need for secure and reliable cryptographic systems. Bringing together a fascinating mixture
of topics in engineering, mathematics, computer science, and informatics, this book presents the
timeless mathematical theory underpinning cryptosystems both old and new. Major branches of
classical and modern cryptography are discussed in detail, from basic block and stream cyphers
through to systems based on elliptic and hyperelliptic curves, accompanied by concise summaries of
the necessary mathematical background. Practical aspects such as implementation, authentication
and protocol-sharing are also covered, as are the possible pitfalls surrounding various cryptographic
methods. Written specifically with engineers in mind, and providing a solid grounding in the relevant
algorithms, protocols and techniques, this insightful introduction to the foundations of modern
cryptography is ideal for graduate students and researchers in engineering and computer science,
and practitioners involved in the design of security systems for communications networks.
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